HOW TO APPLY SENSITIVITY LABELS

Sensitivity labels allow you classify and protect your documents and emails in an easy, visual and effective way. They
can be applied across Office 365 in Outlook, as well as Word, Excel and Powerpoint ONLINE only. To apply sensitivity
labels, users must be signed in with their Microsoft 365 work account.

The labels available are:

¥ FPublic - should not be used for any internal communication/files and must not contain
any confidential content

W General - this is a default label that is applied to all emails and online files
@ Confidential - should be used for any content that is Confidential
2 Confidential - Internal - should be used for any content that is Confidential and intended for Internal

recipients only

@ Confidential - View Only - should be used for any content that is Confidential and is intended for Internal
recipients, and to be viewed only

The Sensitivity label in Outlook appears on the top

@ Public
To Bec
~ @ General N
Ce @G Confidential
Add a subject G Confidential - Internal at 2:20 PM
® Confidential - View OnIyJ

Type / to insert files and more

¥ Public

@ Sensitivity: Public

1(3) Eofe) 2

To x @ 365Test
To:

Start reply with: | Thank youl H Got it, thanks Here is the information

Text Body

Text Body

When email is received:
Before you send an email:
2. The sensitivity label shows on the top, next to
1. Pick a sensitivity label from the drop-down (Public is shown in the Subject above the email itself
this example)
For recipients outside of the organisation no
2. The label shows on the top, and Subject above the message sensitivity label is shown
body
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W General

(> 5w |- ®

To

Ce

Bec

Email Subject Draft sa

Text Body

"General" sensitivity label is selected by default when you create
a new email message and is not shown above the message, only
on the right in the drop-down

[Email Subject @ Geners ]

@ 365Test
To:

Cc

Text Body

When email is received:

The sensitivity label shows on the top, next to the
Subject above the email itself

For external recipients there is no label showing
when a message with "General" sensitivity label
is sent.

@ Confidential / @ Confidential - Internal / @ Confidential - View Only

| W Sensitivity: Confidential I 2

= ®
L

Ta
Cc
Boc
Email Subject

Text Body

Before you send an email:

1. Pick "Confidential" sensitivity label from the drop-down (Public
is shown in this example)

2. The label shows on the top, and Subject above the message
body

Attachments

I Email Subject G Consiomss I

- 2

Taxt Body

When email is received by an internal recipient:

2. The sensitivity label shows on the top, next to
the Subject above the email itself and inside the
email above the body of the text

Files created in ONLINE Word/Excel/Powerpoint apps - If a sensitivity label is applied to an online file, it is
shown next to the name of the document (“General” label is applied by default when any online file is being

created), see below:

Document 1 @% D Search for tools, help, and more (Alt + Q)
!' a
File Home Insert Layout eference! .I’:i.u. ‘]eﬁ Help Comments e
- L]
= " f .‘! L Ry _ Q Find 0 i
U] Aptos (Body) v 12 v AY Aé Imv s v T v l.ﬂ];ﬂ q Normal 5 f
. b Replace
Paste Brusdxxm g -a [Ez==z==-8-0"Napgs IR e Desgrer
v % P Select v v v
L
S o | Paragraph Stytes sy s = /T3 Publc “
8 - - 1 -2 - S I SN -

W General ‘

T Confidential

(‘é Confidential - Internal

Confidential - View Onl
>~ -

You can change the sensitivity label when you are creating or saving the file online.
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When a recipient opens the file online the label is shown inside the file (Note: for Public/General labels no label is
shown). For Confidential / Confidential Internal / Confidential View Only labels the label shows as in the below
example:

® -

T Accessibility Mode | ## Open in Deskiop
1. Confidential

Confidential

[Date]

If you open this file in Word desktop app (by clicking on “Open in Desktop” button on the top), you can see that it is
marked as “read-only” and “Confidential”.

label.docy [Read-Only]| - Word

Insert Design Layout References i i Help Q Tell me what you want to do

- - A AT - | Pp | S N, (2| A
B Condara (Heac - |20 -| A" A Aa St =32 2 T aasbeed asBbeer assbeed AdB | AaBb| AaBb( Aal
Paste - = | o, ake _ = == | 1=. - . .
*: ~ Format Painter B I U -abex, x* [f-3-A =E=== = & T Normal Date T Neo Spac... Title Heading 1 | Heading2 Heat
Clipboard ] Font ] Paragraph [F} Styles
9 CONFIDENTIAL |Sensitive information intended for people inside or outside the organisation, View Permission...

File properties/info also shows:
Oinelrive - Western Care Association

P‘ Read-Only Document
r]

This docurment has been opened in read-only mode. Changes cannot be made to the

Save As original document. To save changes, create a new copy of the document.

The recipient can still edit such a file by saving a copy of the file on their hard drive, but not online.

By default, access to all online files is set to everyone in WCA as “can view”, so any file created online with no
labels or edit access will disallow online changes. If the recipient tries to edit the file online the following label will

appear on the left-hand side top of the file: 0 Read-only This document is read-only.

however, they will still be able to “Open in desktop”, “Share”, “Print” and or save it as PDF by choosing to print it,
this applies in certain circumstances (see the table with behaviour described for each label below).

Files created in desktop applications do not have sensitivity labels, when they are received, they are saved as a
new file into your OneDrive/Attachments folder and the following actions can be performed with them (this applies
to any attachment sent internally) by selecting the option from the drop-down:

@ docx L/

63 KB

[® Preview

i@l Editin Browser

ﬂ Edit in Word desktop app

& Save to OneDrive - Western Care Association
0 Copy

i Download
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How to ensure NO changes can be done to your files/attachments by recipients

To prevent any changes to a file sent either from OneDrive/Teams or your hard drive you should set the email label
to “Confidential View Only”

If an email is sent with an attachment from your computer the recipient will see the following label once a file is
opened:

I Confidential - View Only Use to communicate sensitive information but don't want it to be printed, forwarded or copied. x

The recipient will NOt be able to make any changes to it, print it or take any screenshots of it, but they can still
download it.

How emails marked “Confidential” are handled by external mail systems

When email is sent with "Confidential" label to
an external recipient (depending on what mail
service/provider they use):

ected "53¢ Bwesterncare.com has sent you a protectad message

1 Sign in to view the message
- cad the message
1a & 1. (Gmail example used here) They get a message
P o . 16 138 with a button to do a secure sign-in

1a) They can sign-in with Google
Need Help! 1b) Or sign-in with a one-time passcode

1c) Once the passcode is entered they can click on
"Continue"

Your one-time passcode to view the message
) Microsof Ofice 365 Message Encryption
=3
Here is your one-time passcode

85691145

view yeur message. enter the code in the web page where you requeited

2. When the message is opened they will see:
2a) Confidential label below
Email Subject 2c) Attachment (if any) which they can preview or
download (additional sign-in to Microsoft is required)
° ?651%1 < @westerncare.com>

[ ——— — k]
: 2 0 &
22
st (Hotmail example)
Text Body

“Confidential Internal” should never be used for messages intended for external recipients as they will not be able
to view the message, the following will be displayed:

You don't have permission to view this message

This message is protected and you don't have permission to view it.
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LABEL

Internal recipient

External recipient

1 ® Public Before sending: label shown on top and in label Before sending: label
drop-down shown on top and in label
E-mail label When received: label shown next to Email Subject on | drop-down
top When received: no label
shown
Before sending: label shown only in label drop-down | Before sending: label
® General When received: label shown next to Email Subject on | shown on top and in label
E-mail label top drop-down

When received: no label
shown

Online file label
(link from OneDrive/Teams)

When opened in a browser When opened in desktop app

View only (default) edit/print/save copy to

Can’t open any online files
unless explicit access was

@ Confidential - Internal

(label shows on top/inside file)

® Confidential - View Only

View only (default) View only (default)

@ Public your PC granted online
@ General
W Confidential When opened in a browser When opened in desktop app Can’t open any online files

even if explicit access was
granted online

Attachment from sender’s
PC/HDD

Any action can be performed (as the attachment is
saved in OneDrive / Attachments folder online as a
new file, or on HDD if downloaded)

Any action can be
performed (as the
attachment is downloaded
to the PC/HDD)

2 @ Confidential

E-mail label

@ Confidential - Internal
E-mail label

Before sending: label shown on top and in the label
drop-down

When received: label shown next to Email Subject on
top

Before sending: label
shown on top and in label
drop-down

When received: see notes
#1 and 2 below

Online file label
(link from OneDrive/Teams)

@ FPublic

@ General

When opened in a browser When opened in desktop app

View only

@ Confidential

@ Confidential - Internal
(label shows on top/inside file)

Once saved as a copy on

When opened in a browser .
y ! W PC/HDD any action can be

View only performed

Can open any online files
only if explicit access was
granted online

Can open online files only
if explicit access was
granted online

Can’t open any online files
even if explicit access was
granted online

(label shows on top/inside file)

% Confidential - View Only

When opened in a browser When opened in desktop app

View only View only

Can’t open any online files
even if explicit access was
granted online

Attachment from sender’s
PC/HDD

Any action can be performed (as the attachment is
saved in OneDrive / Attachments folder online as a
new file, or on HDD if downloaded)

Can’t open any
attachments if the email is
set to Confidential or
Confidential Internal

Note #1: - “Confidential” email label — depending on the mail system used by recipient will either show below the

address and on top of the mail message, or email is marked as protected and can be accessed through passcode or
sign-in (Google example). The email label will show as “Encrypt: This message is encrypted. Recipients can’t remove
encryption.”. Attachments cannot be opened

Note #2: - “Confidential Internal” email label — depending on the mail system used by recipient, the email is marked
as protected and cannot be opened OR the message will be shown as “You don’t have sufficient permissions to open
the mail”.
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LABEL

Internal recipient

External recipient

3

€ Confidential - View Only
E-mail label

Before sending: label shown on top and in label

drop-down

When received: label shown next to Email Subject on

top

Before sending: label
shown on top and in label
drop-down

When received: see note #3

Online file label
(link from OneDrive/Teams)

¥ Fublic
W General

When opened in a browser

When opened in desktop app

View only

Once saved as a copy on
PC/HDD any action can be
performed

@ Confidential

@ Confidential - Internal
(label shows on top/inside file)

When opened in a browser

View only

When opened in a browser

When opened in desktop app

Can’t open any online files
even if explicit access was
granted online

PC/HDD

® Confidential - View Only [view only View only
(label shows on top/inside file)
Attachment from sender’s View only Can’t open any

attachments if the email is
set to Confidential View
Only

Note #3: - “Confidential - View Only” email label — depending on the mail system used by recipient, the email is
marked as protected and inside the email you will see “Do Not Forward: Recipients can’t forward, print or copy
content” below the address (Google example), an online file will not be opened, OR the label will be shown below
the address, recipient will not be able to open the online file or attachment.

Changing labels

If you decide to change the label before sending an email, you will see the following pop-up:

Justification

Your erganization requires justification for

changing this classification label.

O Previous label no longer applies

@ Previous label was incorrect

O Others (explain)
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Applying labels in ONLINE files

In Word, Excel and Powerpoint ONLINE only (not in desktop apps) you will see the Sensitivity labels as follows:
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Adding access to online files for an external recipient (to files located on OneDrive or Teams)

For instructions on sharing files with external recipients please refer to “How to send a link to a file to an External
email address” section on the training website - https://training.westerncare.ie/working-with-documents/

(video here - https://www.youtube.com/watch?v=CN9auzIBDRg)

When sharing with an external recipient you will be prompted as follows:

Share outside of your organization? x

“@gmail.com is outside of your organization.

m cance'
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